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Abstract: The rapid development of the industrial internet had caused widespread concern about the network security, and
the end-user authentication technology was considered a research hotspot. According to the characteristics of hu-
man-computer interaction in industrial internet, an experimental website was designed. 24 users' mouse behavior data in an
uncontrolled environment were collected within 2.5 years to conduct case studies. Hilbert-Huang transform (HHT) was used
to extract frequency domain features of mouse behavior signals, combined with time domain features to form a
time-frequency joint domain feature matrix of 163-dimensional to characterize user mouse behavior patterns. Bagged tree,
support vector machine (SVM), Boost tree and K-nearest neighbor (KNN) were used to build a user authentication model,

and the comparison result showed that the Bagged tree had the best internal detection effect in this case, with an average false
acceptance rate (FAR) of 0.12% and an average false rejection rate (FRR) of 0.28%. In external detection, the FAR was
1.47%. Compared with the traditional mouse dynamics method, the frequency domain information of mouse behavior ex-
tracted by HHT can better realize the user authentication, and provide technical support the security of the industrial internet.
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